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2 OBIJECTIVES

This Policy describes the General Security Policy (so on, shortly, GSP) of OMLOG S.p.A.

In particular, it defines the emergency strategies to put in place to guarantee, as time passes and

technology and security problems change, the desired level of availability, integrity and confidentiality of

the managed Information.

The safeguard of the Company’s informative patrimony is, therefore, a strategic / management choice

aimed to achieve Business Objectives through:

protection of informative assets’ value (both assets value and incomes value);

guarantee of the services’ quality, to produce confidence in both internal and external social
stakeholders;

guarantee of the operating continuity, preventing the interruption of the Business also in extreme
conditions.

In the GSP the following items are defined:

security objectives;

application scope;

statements for the realization of the security objectives;

requirements of compliance, requirement for a proper Incidents Management and requirements
for the Risk Management;

responsibilities related to specific and/or system policies life-cycle;

logical, organizational and managerial model defined in order to guarantee the security of the
information;

documental system structure for Security of the Company.
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3 SCOPE

This document applies to all the Companies consolidated in the OMLOG S.p.A. Financial Report, and gives

directions on security principles, best practices, controls and safeguards to follow and adopt across the

Corporate and within all OMLOG’s units and functions.

This GSP applies thereby to all the personal, internal and external to the Company, to the Company’s

Partners, the Suppliers and anyone who, directly or indirectly, enters in contact with Information or assets

of OMLOG S.p.A.
In example, the GSP applies to:

e people operating on systems and resources property of the Company;

e people entering in contact with information relative to the Company;

e people entering buildings property of OMLOG S.p.A.;

e people operating in areas classified as sensitive (Data Centers, Reserved room, etc).

The document reflects standards and requirements of the Information Security Management System (ISMS)
ad defined by ISO IEC 27001:2005 international standard.
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4 DEFINITIONS

Name Description

The term "employee" as used throughout this document means all

log Empl
Omlog Employee employees of Omlog Group.

The term "employment" as used throughout this document means your

Empl
mployment employment with Omlog Group.

Person not hired by Omlog Group who works for/on behalf of the

Collaborator
Company.

Company Any company part of Omlog Group.
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5 MISSION, VALUES AND ORGANIZATION

5.1 Mission

The Company is highly oriented towards growing with its customers and proposes itself as a partner for the
supply of logistic services with a high added value and, on the basis of this objective, pursues a business
strategy centred on innovation, dynamic marketing, operating excellence and flexibility.

The Company mission is proposing itself to its customers as a skilled and flexible service partner, ready to
respond to any need and capable of performing management of all logistic activities, thereby accepting all
operating responsibilities and allowing its customers to concentrate on their own core business, leaving the
logistics in the hands of a skilled operator.

The Company offers its customer a range of characteristics which have allowed it to become a leader in its
own market segment:

e agroup of skilled employees who are specialised in the specific activity
¢ afinancially solid, streamlined and efficient Company
e specific know-how in the fashion & apparel business.

The Company policy is essentially based on human resources, so it is vital for the company to have a group
of employees who understand the customer’s needs, who understand company logic and have in-depth
knowledge of trade requirements, so as to become a partner in a process of continual development and
improvement and participate actively in the customer’s own growth.

Market trends are currently directed towards a continual search for efficiency and optimisation of the
entire logistics chain. The Company is the ideal logistics operator, capable of planning, realising and
managing integrated systems which anticipate the customer’s needs.

The Company has always considered Quality and Workers’ Health and Safety to be influential and strategic
factors in the performance and development of industrial activities and operates to satisfy not only
production requirements, but also workers’ needs, taking a proactive attitude to this topic.

The specific quality and safety objectives of OMLOG are:

e ensuring, disclosing and managing customers’ needs and expectations within the company
organisation;

e measuring customer satisfaction and acting on the results obtained;

e introducing and supporting continual employee training at all levels and in all positions;

e establishing goals and objectives to be reached to obtain continual improvement;

e complying with applicable workplace health and safety laws;

e promoting prevention of accidents and professional illnesses;

e developing involvement, motivation and professionalism of all employees.
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Through its efficient and high-quality logistic services, with their high IT and technological content, the
Company contributes to the success of its partners and to the development and targeted growth of its
collaborators.

5.2 Code of Ethics

The Code of Ethics is the “Constitutional Charter” of the company, a charter containing rights and moral
duties which define the ethical and social responsibilities of everyone participating in the company
organization.

The basic values identified by the Code of Ethics include:

e the formal and substantial legitimacy of conduct of the members of the corporate bodies and
employees at any organizational level;

e accounting transparency;

e spreading of a control-oriented approach.

It is also an efficient means of preventing irresponsible or illegal behavior by anyone operating in the
company’s name and on its behalf, since it introduces a clear and precise definition of the ethical and social
responsibilities of all those directly or indirectly involved in company activities (customers, vendors,
shareholders, ordinary citizens, employees, collaborators, public institutions, environmental associations
and anyone else involved in company activities).

It is the principal means of implementing a system of ethics inside the company, aimed at clarifying and
defining the group of principles binding upon all recipients in their mutual relations with the company.

The attached Code of Ethics states the high principles and values which OMLOG intends to uphold and
pursue in all relations constituting its existence and activities. Violations of the Code of Ethics are pursuable
and punishable according to law, the employment contracts and the disciplinary system adopted.

5.3 Administrative Liability (Legislative decree 231)

The Company has decided to introduce an organization, management and auditing model in accordance
with legislative decree no. 231 of 8.6.2001, a Code of Ethics and a Disciplinary System.

Legislative decree 231/01 considers the Company liable for certain offences committed in its interest or to
its benefit by people holding positions of representation, administration or management at the company or
by one of its organizational units which is financially and operatively autonomous, as well as by people who
are effectively involved in management and auditing (those in so-called top positions) or people subject to
management or supervision by those indicated above (those subject to the so-called management by
others).

According to arts. 6 and 7 of the decree, the Company:
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is not liable for offences committed by people in top positions if it proves that:

a) the management body has adopted and efficiency implemented, before the offence was
committed, organization and management models serving to prevent offences of the kind which
have occurred;

b) the task of supervising functioning and compliance with the models and revising them has been
assigned to an organization with autonomous powers of initiative and auditing;

c) the people have committed the offences by deliberately avoiding the organization and
management models;

d) supervision by the organization indicated in letter b has not been omitted or insufficient;

is liable for offences committed by those subjects to management by others if it has been possible
to commit the offence due to non-fulfillment of the obligations of management or supervision,
excluding in all circumstances non-fulfillment of the obligations of management or supervision if
the organization has adopted and efficiency implemented, before the offence was committed,
organization and management models serving to prevent offences of the kind which have occurred.

5.4 Organization

The organisation of the Company is the result of operating choices made since its foundation.

That is when the current owner and strategic management decided that the logistics for the fashion market
was the activity on which to focus.

The organisational setup consequent upon this choice was the simplest: a limited top management, a group
of middle managers, including supporting staff and a group of operating managers on the same level as the
middle managers. However, the genuine innovation was the fact that the boxes on the organisation chart
were filled with the names of extremely young collaborators who, after a brief training period, felt able to
accept the responsibility of management of each company sector.

The basic principles of strategic top management are:

whatever the organisational structure, it is the people who make it work; OMLOG has aimed
towards simple organisation;

there is no optimal organisational model, but organisation is efficient insofar as it is consistent;

consistency is guaranteed by a basic strategic choice: young collaborators and managers of any
level, including strategic, present during training and company periods of the young employees;

consistency is also guaranteed by the ability of young employees to understand the environment in
which they operate, through transparency in constant exchange of skills, revisions and information:

nothing is secret.

responsibility for activities as the main professional objective of young employees.
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5.5 Human Resources

The company agreement with its human resources is the composite result of the following micro-policies:

1. Young people: since the foundation, recruitment at any level and for any skills has favoured the
entry of young people, both school-leavers and new graduates;

2. Training: strong policy of values and consolidated know how of strategic management ; each young
employee has always had a strong, complete, transparent and qualified trainer with them, who
firstly transmits the values of the company and then the know-how;

3. Salary: always in advance compared with workers’ requests, widespread and well-balanced: in a
word, rewarding.

4. Absence of conflict: each conflict must always be submitted to an attempt at recovery and
settlement, with the objective of avoiding legal disputes with employees and former employees.

5. Safety: it is not only OHSAS 18001 which monitors work to guarantee that each operation is
performed in the absence of accidents, but also a firm conviction that safety is a basic value of the
company agreement with its collaborators;

6. Welfare: a sympathetic ear, from the bottom upwards, listening to every need, whether personal
or professional. Protection of all working positions considered in the world of employment for the
weaker members of society (young people, women, the disabled).

The human resources policy defined in this manner is the result of a deep-seated culture of acceptance of
voluntary obligations, considered as wider and binding than compulsory regulations: this is the meaning of
a strong company agreement.
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6 SECURITY POLICY

The information and computer systems are the pillars of the Company operations, as they support the
Business Processes, contribute to the operating and strategic decisions for the fulfiiment of the Business
Objectives and concur to comply with the obligation of law and the official standards.

As a consequence of that, the Company is engaged in preserving and improving the information and the
computer systems of the company through the security management with the objective of ensuring the
information and the computer systems are protected in an appropriate way from threats such as errors,
interruptions of the service, frauds, violations of the privacy, sabotage, industrial espionage, terrorism, etc.

6.1 Objectives of the Management

This GSP regulates the aspects of Information Security concerning the activities supporting the enterprise
mission of the Company, supplying general and strategic address of the Management, in the medium and in
the long term, with focus on protection of corporate information and intellectual properties.

To this end, the GSP encompasses all the directives aimed at pursuing the following objectives:

To guarantee integrity, confidentiality and availability of any handled information;

To Monitor the present levels of security in the organization;

To define the behaviour and regulations of use of the work instruments;

To diversify the access to the information/services on the base of the job duties and job

competences;

5. To guarantee the conformity to the current regulations in matter of treatment of the personal data,
rights of the intellectual property, contrast to computer science crime, security at the work place,
etc...;

6. To assure monitoring and control of the activities, with full respect of the principles of privacy and
protection of personal information;

7. To point out principles of management of the incidents and actions of remediation.

PwnNPE

in accordance with OMLOG ethical code, values, management model and mission.

The Company’s business functions responsible for the management and security of information must
translate such objectives and requirement into effective countermeasures and more specific Security
Policies, in order to define an Information Security Management System (ISMS), and in compliance to
regulations about security.

All the business functions must collaborate, each for its own operating competences and missions, in order
to build a system of Government of Security able to:

1. clearly define the objectives and the expectations in matter of Security of the Information,
appropriate to the strategies of Business and the context of application;
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2. formalize requirement of security in compliance with the current legislation and to “best practices”
of the matter;

3. estimate the levels of risk and operational continuity;

4. define and continuously refine methodologies, instruments and metrics for an effective risk
management;

5. formalize, approve, publish and periodically update this GSP;

6. verify that what is stated in this GSP is correctly understood by every member of the organization;

7. define an organic and complete training plan aimed to transfer to the employees the appropriate
awareness about Information Security subjects paying the proper attention on their own levels of
responsibility;

8. identify proper monitoring instruments and controls in order to estimate the compliance to the
appropriate security objectives;

9. Periodically update the Security Strategy through a re-examination by a Management Review of the
Security Strategies and of the compliance of the systems to this GSP;

This GSP is based on the standard ISO 27001 and follows, in general, national and international directives
about security.

6.2 Commitment to Information Security

6.2.1 Commitment of the Management

The Management substantiate his commitment to the development and improvement of the Information
Protection System and to the continuous improvement of its effectiveness by the following initiatives:

e communicating to the staff the importance of respecting the standards and the rules of security
and of complying with the norms, in particular in matter of protection of the personal data,
through actions aimed to gain awareness at several levels of the Company’s organization;

establishing general policies;

assuring that the objectives for the Information Security have been stated;
performing the necessary periodical checks;

assuring the resources availability;

guaranteeing appropriate training.

6.3 Responsibility of the Employees

As also stated in the relevant Policy employees must observe the maximum confidentiality in their jobs and
not report to strangers the content of documents or information about activities of the company or of
customers. In particular: “employees, collaborators and stakeholders are absolutely prohibited from
improperly using or disseminating (with specific reference to market abuse) privileged and confidential
information or data concerning the OMLOG Group”.

Employees must use all the possible cautions in keeping the documentation, in the use of the systems for
transmitting information inside the Company, as well as in the duplication of the information.
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Employees must comply with all regulation, standards and procedures of the Company.

7 IT SECURITY PROCEDURES

This Chapter contains all Omlog IT Security Procedures titles and objectives.

7.1 GEN - General Procedures

Goal: To define a policy lifecycle with supporting procedures; GSP must be kept up-to-date though a

periodical review.

Related Policies:

Policy Lifecycle and Approval

GEN_00_OL | GENERAL SECURITY POLICY

This Policy describes the General Security Policy (so
on, shortly, GSP) of OMLOG S.p.A.

In particular, it defines the emergency strategies to
put in place to guarantee, as time passes and
technology and security problems change, the
desired level of availability, integrity and
confidentiality of the managed Information.

GEN_01_OL | GSP Approval

On the basis of Corporate mission, business market,
applicable laws, risk profile and all the necessary
information, a “General Security Policy” (GSP) must
be defined, approved by management, published
and communicated to all employees and relevant
external parties.

It must be defined a policy lifecycle with supporting
procedures.

13
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7.2 ACC - Access Control Procedures

Goal: To control and securely manage access to networks, operating systems, services, applications,
information processing devices. To prevent unauthorized physical access, damage and interference to the
organization’s premises and information, and to prevent loss, damage, theft or compromise of assets and
interruption to the organization’s activities.

Related Policies:

User Access Management and Responsibilities

To ensure that physical access to IT computing
resources is appropriately restricted by the
implementation of identification, authentication and
authorization mechanisms to reduce the risk of
unauthorized / inappropriate access to the
organization’s relevant computer and servers.

ACC_01_OLA

ACC_01_OLU Physical Access

To ensure that logical access to IT systems is
appropriately restricted by the implementation of
identification, authentication and authorization
mechanisms to reduce the risk of unauthorized /
inappropriate access to the organization’s relevant
applications or data.

ACC_02 Logical Access

To establish procedures so that user accounts are
added, modified and deleted in an appropriate
ACC_03 Account Changes manner to reduce the risk of unauthorized /
inappropriate access to the organization's relevant
financial reporting applications or data.

To establish controls to provide appropriate
ACC 04 Segregation of Duties segregation of duties within key processes and
ensure that these are followed.

To establish an authentication mechanism for in-
ACC_05 Authentication Management scope information systems that provides individual
accountability.

To ensure that direct access or updates to
data/master files from command lines or batch
programs by “power” users is prohibited or
restricted. If access must be allowed, access is
restricted to only authorized personnel and is
monitored and supported by an adequate audit trail

ACC_06 Administrators Management
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ACC_07

Antivirus

To ensure that entity’s programs, data, and other
information resources are protected from viruses.

ACC_08

Remote Access

To ensure that remote logical access to IT systems is
appropriately restricted by the implementation of
identification, authentication and authorization
mechanisms to reduce the risk of unauthorized /
inappropriate access to the organization’s relevant
applications or data.

ACC_09

Password Policy

Establish an authentication mechanism for in-scope
information systems that provides rules for
password management, so that user passwords are
not easily hacked or discovered.

ACC_10

Physical Access to workstations
and Devices

Establish physical security measures and policies for
workstations and devices used to process sensitive
data, ensuring they are locked when unattended and
physically secured when not in use.

ACC_11

Managing maintenance and repair
activities

The purpose of this procedure is to define the formal
process for approving, executing, and recording
maintenance and repair activities in compliance with
ISO/IEC 27001. This ensures that all interventions
are authorized, traceable, and secure.

ACC_13

Account
tracker

changes-RL_Warehouse

Establish procedures so that user accounts are
added, modified and deleted in an appropriate
manner to reduce the risk of unauthorized /
inappropriate access to the organization's relevant
financial reporting applications or data.

ACC_14

Account
manager

changes-RL_Delivery

Establish procedures so that user accounts are
added, modified and deleted in an appropriate
manner to reduce the risk of unauthorized /
inappropriate access to the organization's relevant
financial reporting applications or data and ensuring
full traceability.

15
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7.3 CHA - Change Management Procedures

Goal: To ensure system changes and tests are conducted in a secure manner, following a safe lifecycle and
complying responsibilities.

Related Policies:

Change Management

To ensure that system, wuser and control
documentation is modified to properly reflect

CHA_O1 System Changes . .
- ¥ & changes to the systems relevant for financial
reporting
To ensure that changes to applications and systems
CHA_02 System Tests used during financial reporting processes are tested,

validated and approved prior to being placed into
production

Controls are in place to appropriately address
CHA_03 Emergency Changes emergency changes to systems, applications, and
infrastructure configuration

To ensure that backups of the previous systems’ data
and programs are made, so that when

HA 04 h I

CHA_O Change Contro unauthorised/untested production changes are
migrated, it can be reverted back

CHA 05 Software Development Ensure that all software developed by the

organization is secure and protects user data.
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7.4 SER -Service Operations Procedures

Goal: To ensure information communications and operation activities are conducted in a secure manner.

Related Policies:

Operational Activities

SER_01 Jobs and Interfaces

To ensure procedures are implemented to ensure
accuracy, completeness, and timely processing of
system jobs, including batch jobs and interfaces, for
relevant financial reporting applications or data

SER_02 Scheduling Issues

To define and implement standard procedures for
significant scheduling issues

SER_03 Application Syncronization

To define and implement procedures to handle data
synchronization between interfacing applications

SER_04_OLA
SER_04_OLU
SER_04_OLC

Backup and Recovery

To implement appropriate backup and recovery
procedures so that data, transactions and programs
that are necessary for financial reporting can be
recovered

SER_06 Monitoring Systems

To implement appropriate controls over the entire
infrastructure. Set the procedures to manage all the
enterprise systems that monitor and manage issues
regarding network, accesses, systems, architecture,
updates

SER_07_OL Business Continuity Plan

Regulation of the management of IT security
incidents that may occur to the services and data
managed

Supply Chain and Supplier Risk

SER_08 Management

Define the process for identifying, evaluating,
classifying and monitoring suppliers and third parties
based on their exposure to risk, in order to ensure
information security and business continuity.

SER_09 Configuration management

This procedure defines all operations to manage the
configuration and preparation of business PCs.

17
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7.5 BCP - Business Continuity Plan

Goal: To ensure that business operations and critical services are maintained and restored in a timely
manner in case of disruption.

Related Policies:

Business continuity plan

Regulation of the management of IT security
BCP_01 Business Continuity Plan incidents that may occur to the services and data
managed

8 DOCUMENT MANAGEMENT

This document in its current final version must be circulated to all employees and relevant external parties.

It is responsibility of each line-of-business Director to disseminate this document within their own
structures through a proper awareness campaign and communication.

It is a responsibility of the Board of Director to review and keep up-to-date this document.
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